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REBEEH, RTENRTHA, BATAULEARL:
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B RENBANAEANRBELGENRS S EFEFRALE, RELE5ERARE
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HTHANREEWRE>REEW>EFSBENWRTHRMRSEANRES K
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B FENT: ERENNEE, AL TEREBRINAAELT, wREFEHEMRS
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B REALK: EEATHRARSOEEFRETHR, wHMERRT T L URT
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B SR TF &

##3 (ChainCode) X A EREA 4, RAUTHANETHAGALK. XFAFH. X
Z 5 E %, BILEAE ALK 70 B PAT I KA BE R . — ARkt
BRI LLERE Z Ak, A £ AT k.
WY HFELMIESTRE, A1 golang. java. nodejs. &4k AR F S R 2
Chaincode # 0, 4% 4,4 Init Invoke,Query = /3 A4 1E.
W Init : SEEAVIENE FE, EREAEFI R E R EREA -k, EREST
UHATEM R B A1, S#NAEFRSHEL.
B Invoke: BRMAEMT IV A AR EHFFNERE, L5 ROeHANERDE
JF o e R B A A B R A A B S 4. BIAE Invoke FARYE T FE BT iE S H
VL H o AL e R 9L %o Invoke BT LA S B FE A O AR AL TR T
B Query: REFEWGHBHEES Fix, ZrERAEATOER, TRERFZELH
FEHyE . & Query BIFRTFE R, 757 & Invoke 77 ik # 1 A K LT ik i o X
BORA . Z A E UK.
T DA B R A P A B — T
R AR KA A R T R E R S HERATHEMAEERE D
(Golang & %5 ). b A JT & & 71 UAFE s 540 ALy Al B ARHE B Wb 4558 Rt — P 46 R 4k
Lyet. WEAXFFHRAKEXRDRTTHE, B, FrE, £46 (map. lish) F%,
G T Ho At
www.bsnbase.com/static/base/BaseChainCode.zip
1EGAHREPT:

1.1. % m#E (set)

LN S



baseKey: i ZfRAFHIME— ) EBEFRIN, baseValue: fRAFHIEHESEE

f5]: {"baseKey”:”str”, “baseValue”:”this is string”}

E: HH baseKey RARENZEHIFRH, baseValue AT LLRFEZE LRI M EE . W baseKey AT,
WEERE CLFFE, NN WMEREE, WHEMEHE.

1.2. 5% %% (update)

WAZHU Y

baseKey: 5 BABLMIME— I FEEFR, baseValue: TRIZEMEIE(EE

#: {“baseKey”:”str”, “baseValue”:”this is string”)

7. o baseKey RARENZT M FAH, baseValue AJAREERBINBIE. INE baseKey RERE,
MTEEH, mMROEFE, NWEHEHE.

1.3. % ¥ (delete)

WMANSHLY

baseKey: 7%k A ME— ) 3= AR IR AR MEL

Bl “str”

. Ht baseKey FMERNGEAT, HMFFE, BNKTEMGR.

1.4. REBHHE (get)

WMANSHLY

baseKey: 73R ME— ) T BEAR IR B

Bl “str”

E: H baseKey HMENBENZE, HUFFE, BUKTERNEMMER.

2.8 EANE

2.1.Init &

func (t *BaseChainCode) Init(stub shim.ChaincodeStubInterface) peer.Response {
setLogger (“bsnchaincode Init start...... 7Y // HiEHH
defer setLogger (“bsnchaincode Init end...... ") /) JRiEA S R H E

/] IR EEARAE B

dbBaseModel := DBBaseModel {BaseKey: “key ”, BaseInfo: “hello chaincode”}

reqJsonValue, err := json.Marshal (&dbBaseModel) //¥*F %44 1% byte




if err != nil {

return shim. Error (fmt. Sprintf ("E M : %s”, err. Error()))
1
err = stub. PutState (dbBaseModel. BaseKey, reqJsonValue)// 232 %¥i#E
if err != nil {//Z53 AW

return shim. Error (err. Error())
1
return shim. Success (nil)/ /I

}

XA R R AR TR, B H & WA R B IRAEEIEE . R
RAEBERSHIAA ML (Init) BIRHE, AZARZHMLSHERE.

2.2. Invoke

func (t *BaseChainCode) Invoke(stub shim.ChaincodeStubInterface) peer.Response {
function, args := stub. GetFunctionAndParameters()// SRETVELHRIMSHE R
switch function {
case “set”: // {RAF
return t.set(stub, args)//MHFIRAEHI Tk
case “update”: // &%
return t.update(stub, args)//yH B T7v2:
case “delete”: // MFx
return t.delete(stub, args)//i FMHIER 7772
case “get”: // R
return t.get(stub, args)//ifFIFREXHI ik
default:
setLogger ("TERU /71, RAER set, update, delete, get!”)
break
}

return shim. Error (" TERHITER")




stub. GetFunctionAndParameters () : JREUIE R HVELFR (string) FISE{ER ([Istring)

return t.set(stub, args)//HMRFERI Tk, BARFDL S AL FE

TRFx

TRAAEHREEENI BTV R, BREARTHER, EARENAFPANEL,
AT B 57 R ) A A T ] F R T A B AT 4 R R R R B R R R A e X SRR R &
M TR AR S L L HTTP Ek kL. FAMNXGAHRBIERF R L. LAR
B, B F H0fE AR E L URTE R A0, a7 ik ok a8 540, A 8E
HPATEHERER 5 E

VEHAAFEHBEORAEFERFWAMEEERSE, BATEAFXUE, TAN
k a R EEAEHATE R

O A https:// & 5% # 4t /api/node/reqChainCode

E:RPEERSBRANFAUERFHERNAEEH TREAUTLHFAATANFE
MERRFBRES S, FTENKMIA LA HHIES, wTHE:

RARMHTS

B o8 ] LN hetps{lquonghouncds bergate com B2 opinoderegChoinCoce

Ty POST
U PR
1. ¥ userCode+ appCode+ chainCode+ funcName FJ{H LA args tr4f— IR HHE TS A

2. X AR PR RAEEE4T SHA256WITHECDSA 244 ,

RBH
1 EISEN header Map =
2 (ERSNES body Map 7
3 S A mac String 2




header

1 H P ME— kR userCode String =

2 87 FEY P — AR 1R appCode String =

3 AP 5 RiAT 1D t1d String 7

body

1 HERY Code chainCode String =

2 LA funcName String =

3 iERSH args String!] &

o % 44 3 moo% X % . userCode+  appCode+  chainCode+

funcName+args[0]+args[1]+:--+args[args. length-1]
FEH: JEEUE T #ER L FAEH
MP5RIH ID: P2 5NHERXKE ID

RS REAT R EAERLS T FIE, TN

il

{

“header”: {
“appCode”:”CL1881038873220190902114314”,
"userCode” : “newuser”

“t1d”:””

}

“body”: {

“args”: [
”16399b5085ee5d39815076¢33¢c5a0a66d7F2£3545b4d88501116a8bd53d13a5”,
“{”fileName”:”test. jpg”, "fileHash”:”6cfact57ebb27171a47a812938021784”}”

]

”funcName”:”set

”chainCode”:”cc_bcj”




“mac” : "MEUCIQDTFe2Gerdf7YJrG1alYt99MOZQ3T11GpsXdNmFV7WuTg I gSkZ19abUhA JbMr JMBoD8N7{26xhp
QRuR4vNATY7EEbs="

}

BAHE:
newuserCL1881038873220190902114314cc_bc jset16399b5085ee5d3981£5076c¢33cH5alab66d7f2£35

45b4d88501116a8bd53d13a5 {"fileName”: “test. jpg”, “fileHash”:”6cfact57e5b27171a47a81293802

17847}
i) &2 23 40
L R
1 EJSES header Map =
2 ERSKLS body Map &
3 B8 mac String 2
header
1 i 3 R A code int & . tigﬁﬁilb
-1 BRI
2 i V4 B, msg String 5 code=0 #& 1] A null
body
1 HBER blockInfo Map & code NN 0 IR~
2 RN VEL S ccRes Map s code NN 0 B2
blockInfo
1 25 1d txId String =
2 R status Int P
—1: 2RI
ccRes
1 BERD A MRS ccCode Int = 200
500: KM
2 TR R S 25 2R ccData Str 3 F AR i R P 45
N
{
“header”: {
“code”:0,




“msg” " GEE T
}
“body”: {

"blockInfo”: {

“tx1d”:”62ef371fe90cdal586c6757b924aaa48cbd9d2ec057325ebf30df052e8fa6134”,
“status”:0
}
“ccRes”: {
”ccCode”: 200

“ccData” " PRAFRRAUE BRI

“mac” : "MEQCID27XE05k2gN71s2R94CTWZ79L6BG7daN3uDNvzBnk4TA1ACR/05PK JMDAHpOurMT jC1KGiHeeZK
hmdARU47CIUelg=="

}

Mac 3245

FET R AR, & TR MR AHIES, 7FEAHZIEBE

ESEAIcR

newuserCL1881038873220190902114314cc_bc jset16399b5085ee5d398115076¢33chala66d7f2f35
45b4d88501116a8bd53d13a5{ " fileName”: "test. jpg”, “fileHash”:”6cfacf57e5b27171a47a81293802

1784”7}

BKEXE

MRS5S EFGELZ G, TV H ARG LR H R WX 58 EREHTEER
HE, BRATRMAFTET AN ABEAMI, ¥ RFNXERSHUKESFEL, KL HKE

TUER RS GHNA->RS SW->EFHE TUE TR, TEAN K= FEESHHAT—



— 7,
B HRMEEAMA: HETLSRGRAS AR RTE AT, fE S

BB B R E T AR AT, e T E TR

|+

B HARNXIERSH: WRFERIVTENRE NI G PHTHEREL, §EF
BB EMAEDEAN, T AW XD EA % E userCode. appCode. tid.
chainCode. funcName. agrs % %4t fz &, T @AM XS HHATHMENRHA.

> userCode: NMAXMHERE S5 ETL (WRHEREZITFHAF ).

> appCode: % 55 AW e —4riR. KA GIER, R4 EH304EKKE R,

> tid: AP 5550 AZ I XEREE R,

> chainCode: X#4ifR 4 M4+, THMENEAH LK, FEEENE, X E
W R A BT R TR 5 KA B B RS 2 AR

> funcName: /i #4864 77 ik 4 AR o

> agrs: WRARATENSHEE. TRERVNEKY, 2 5FFESMALGE

BRAR, BRI B RS
SHORBUE 20 T B R

B RIS EERT R R T FE https I 15 KW AL (B P



B i A ) An e R 45 R I A
> hitps WKIEH: HREHEEHENTL, FEMEA https &K,
> ERBXELIES: AP AAIES.
> WNERBEES: MALAHIES.
AP EMIEFN TR LA KRS G NA->E S 5H->EF->FEN W T T S35
AT T H, AT DU AR S AE BB SR PRI R SR £ 8, HEATIE B
TH, THHIER X a4 https iEH. A FIEH (BAESH. AFIEF (HAMRXHER

A, FIREHR (FXAFHES), IEH THRUE LT AR

RABEHS

W # ARG K

VH5RZAGEHRABTVS AR, FESH EHTHEEXINAZSE, TEREMEHLDEH
java AL B (FRITPFTHR) FERH - TERAREHHHA,
T EHFE R %E: jdk8. idea

¥#EH K. springBoot. maven

TEN4:



v ) BCCService G:\mywork\project\BCCServi¢

> Bm .mvn
v src
v main
v java
v com.reddate.chaincode
> [m controller
v | core
v common
> (€ HTTPSCertifiedClie
> (€ HTTPSClient
> (€ HTTPSClientUtil
v util
> dto
> enums
> exception
> sign
> | model
> | service
> (g} BaseChainCodeServiceAgp
v resources
cert
https

g application.yml
v [ webapp
> static
web
a - index.html
M pom.xml
= ReadMe.txt

L ATE B E FEA:

> pom.Xml: maven {& #i & & Bt & T 1

> java #: W%, controller: ##|#%; core: TEAAEX (&4 https iFk, dto
BEE MR, HFER, RELQENG . HEELE5RL); model: HEHL,

service: M %% # 4 #; BaseChainCodeServiceApplication: springBoot 2

*®

> resources: Wi HMWELE L. cert: FA47; https: W %iE+; application.yml:



&z &
> webapp: HI% W E. css. js
WA

Z Py (@) EE FiEfE E—controller (HEAE: MXHE, HKEL L) —FRKT
P R — P 5% o L 4 > 3 AR —) L

V4 1 A

TR

1R P TEIA P RFIES . WA NAIES . https iE+H# B TUH, FAERE X

5 o B2 B AR B B AR

# VEREEAD A5 1 Mk

nodeUrl: https://quanzhounode. bsngate. com:17602/api/node/reqChainCode
# RIS B HE Ok

blockUrl: https://quanzhounode. bsngate. com: 17602/api/node/getBlockInfo
# https IEPBEREKE

http cert path: https/bsngate https. pem

# FAEBHIER KR

private cert path: cert/private cert.pem

# MR APIE R

gateway public cert path: cert/gateway public cert. pem

# HI P gt

userCode: reddate

# NP G AD

appCode: CL1851016378620191011150518

# BERD AR

chainCode: cc base

# tid (ML)

tid: dc1d6010b7ff421dae0146£193dded09

2. https #FHR THE K #HRAE, ZOWEAAFRKN AR EZMmE https iEFH, H AW



*ZI\ILF P, 5 E F com.reddate.chaincode.core.common & %, 7 I 4L 7T % #3% #H .
3. WXL Ger ¥ 4 T E % (com.reddate.chaincode.core.util.sign)
SHA256 % # it 5 (T B4 4 W7 /F % # Hash256 it 5), M mERTE L &

SHA B SR AT E B & mF & 21T 5E), B &L %R H Basebd i+ ;
|XHE
T s

/%%
AR R SRAR SCIR T 46 5 At
* @param list HRSHER
% @param functionName iFR&EAD T4 FR
* @return JIN% #¥E
*/
private String getStringSignValue(List<String> list, String functionName) {
StringBuffer signStr = new StringBuffer();
signStr. append (userCode) ;// FJ? code
signStr. append (appCode) ; // M. code
signStr. append (chainCode) ; //%ER5 44 Fi
signStr. append (functionName) ; // 7714 R
if (list !'= null && list.size() > 0) {
for (int i = 0; i < list.size(); i++) {

signStr. append (1ist. get (1)) ;//iBE3RSH

}
return signStr. toString() ;

}

WOCEAE

/%

* @param functionName J77k%




* @param args 1R

* @return java.util.Map<java. lang. String, java. lang. Object>
* @description: FHHFEFRMNASHIER

% @created by 2019/7/5 17:47

*/

private Map<String, Object> handleApiParam(String functionName,

args, String signStr) {

Map<String, Object> map = new HashMap<String, Object>();
Map<String, Object> header = new HashMap<String, Object>();
header. put (“userCode”, userCode) ;

header. put (“appCode”, appCode) ;

header. put (“"tId”, tid);

map. put ("header”, header);// Rk

Map<String, Object> body = new HashMap<String, Object>();
body. put (“chainCode”, chainCode) ;

body. put (“funcName”, functionName) ;

body. put ("args”, args);

map. put (“body”, body) ;// Ik

String mac = signMac (signStr) ;//HHE244

map. put (“mac”, mac) ;//Z41E

return map;

List<{String>

* @param signStr 244 VREHE
* @return java. lang. String

% @description: FIEZ4

* @created by 2019/7/5 17:48

*/




private String signMac (String signStr) {
try {
Resource keystoreResource = new ClassPathResource (privateCertPath) ;//H
PR IE T 45
File keystoreFile = keystoreResource. getFile();
/1B
return SignUtil. signByPKPath (keystoreFile. getAbsolutePath(), signStr);
} catch (Exception e) {
logger. error ("KW 7, e);
e. printStackTrace () ;

throw new GlobalException (ResultInfoEnum. SYSTEM ERROR) ;

WXFER (LA save A 1)

/%%
* @param baseModel FERME S AT u AL K 1 E s
* @description: ##E L%, {#AF
* @created by 2019/7/5 17:45
*/
@PostMapping (value = “save”
public ResultInfo save (@RequestBody BaseModel baseModel) {
logger. info ("{RAEEHE. . . . .. [{(}]7, baseModel.toString());
try {
List<String> list = new ArrayList<String>();
list. add (JSONObject. toJSONString (baseModel)) ;

”

String functionName = “set”;

//RE R4 IR E

String signStr = getStringSignValue(list, functionName);

// BRI




Map<String, Object> params = handleApiParam(functionName, list, signStr);
/) RIBER

logger. info ("fRAFEHE L8EFFIR. .. ... OF

ResModel result = commonService. req(params, signStr);

logger. info ("ff#4% E4EmaN: [{)Y 7, result.toString());

// KCIREER

if (result. getBody (). getCcRes (). getCcCode () == 200) {

return ResultInfoUtil. successResult (” 5 17 A I

result. getBody (). getBlockInfo()) ;

}
return ResultInfoUtil. errorResult ("{RFERM) ;
} catch (GlobalException e) {

return ResultInfoUtil. errorResult (e. getMessage());

”

commonService. req

@0verride

public ResModel req(Map<String, Object> paramMap, String encryptionValue) {

String res = 77;

try {

// BEE httpClient

HttpClient httpClient = getHttpClient () ;

/) BRICEE K, string

String param = JSON. toJSONString (paramMap) ;

res = HTTPSClientUtil. doPost (httpClient, nodeUrl, param) ;
} catch (Exception e) {

e.printStackTrace () ;

throw new GlobalException (ResultInfoEnum. SYSTEM ERROR) ;




if (res != null & res. length() > 0) {
/] RIFEL
ResModel resModel;
try {
resModel = JSON. parseObject (res, ResModel. class) ;
} catch (JsonException e) {
throw new GlobalException ("## 5 4 ML, Toa i p g5 3-7) ;
}
/] A Bl
if (resModel == null) ({

throw new GlobalException ("l N 45 B T2L”) ;

boolean result = false;
try {
/] BIEZE 4
result =  SignUtil.verifyByCertPath (getGatewayPublicCertPath(),
resModel. getMac (), encryptionValue) ;
} catch (Exception e) {
throw new GlobalException (ResultInfoEnum. RES MAC ERROR) ;
}
if (!result) {

throw new GlobalException ("E&252IK”) ;

if (resModel. getHeader (). getCode() !'= 0) {

throw new GlobalException (resModel. getHeader (). getMsg()) ;

return resModel;
} else {

throw new GlobalException (ResultInfoEnum. SYSTEM ERROR) ;




private HttpClient getHttpClient() throws Exception {
Resource keystoreResource = new ClassPathResource (httpCertPath) ;
File keystoreFile = keystoreResource. getFile();

return new HTTPSCertifiedClient (). init (keystoreFile. getAbsolutePath()) ;

TR 2 XHEEARR A (BSN) el sl S IE S RIS A AR

TV X HLBE IR 25 WX 4 BSN




